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Introduction

In Oracle RDBMS release 8.1.5, a series of database level triggers were introduced.  The triggering events included database startup and shutdown, user logon and logoff, and server errors.  These triggers were greeted with much fanfare, but largely faded into obscurity once the novelty faded and other new features took center stage.  While they are not as prominent as many other new features that that have been released since then, they certainly solve some of today’s pressing problems better than other technical solutions. 

This paper illustrates some practical applications for database level logon triggers.  This type of trigger fires after users logon to the database.  The examples were run using Oracle RDBMS Version 10.2, but they will compile and run without modifications on Versions 9.0 and later.

Controlling User Access

Sue manages users of a web-based order entry system, and also has access to the web server database user name for maintaining some code tables.  She doesn’t have her own database user name but uses the one that Alan, the application developer, gave her.  At some point, Fred must also perform occasional work on that database, so Sue gives Fred the username and password because it’s too much work to have the DBA set up a new account for him.  Some time later, Fred is working with Jenny, a business analyst, to produce some reports from the order entry system.  Since Jenny doesn’t have access to the database, Fred gives Jenny, and her assistant Mark, the web server username and password to get their work done.  After a year, eleven employees now have the username and password for the web server database username, any of whom could do anonymous damage to the data, either maliciously or unintentionally.

While database account sharing may be common practice in small companies, it presents an increased security risk in larger companies, particularly in light of Sarbanes-Oxley and HIPAA compliance requirements.   When users are authenticated by the application, creating a user name for each application user is prudent.  However, many web-based applications authenticate the users at the Operating System level, and connect to the database through a single username.  Unless controlled by some other means, the web server database username is one that often finds it’s way into public use.  As the following example illustrates, logon triggers can be used to help enforce security policies that protect the company against unauthorized database access.

Logon triggers have the same syntax as table triggers, except that the table-specific clauses are replaced with the AFTER LOGON ON DATABASE clause to cause the trigger to fire after any user logs onto the database.

CREATE OR REPLACE TRIGGER logon_user_global 

  AFTER LOGON ON DATABASE 

DECLARE

  ls_terminal_name  VARCHAR2(80);   -- Terminal name from sys_context

  ls_os_user_name   VARCHAR2(80);   -- Username from sys_context

  ls_message        VARCHAR2(1000); -- Error message to be printed

  e_bad_user        EXCEPTION;      -- Bad user exception

BEGIN

  -- Get info from USERENV context

  ls_terminal_name  := sys_context('USERENV','TERMINAL');  -- Host machine

  ls_os_user_name   := sys_context('USERENV','OS_USER');   -- OS Username

  -- Handle web server case

  IF ( user LIKE 'WEBSERVER%' ) THEN

    -- All valid logons will originate from a web servers

    -- with ASPNET username

    IF ( ls_terminal_name NOT LIKE 'WEB_PROD%' OR ls_os_user_name != 'ASPNET' ) THEN

      RAISE e_bad_user;

    END IF;

  END IF;

EXCEPTION

  WHEN e_bad_user THEN

    ls_message := 'Uh Uh Uh! - Not authorized to use this account!!';

    RAISE_APPLICATION_ERROR(-20002,ls_message);

  WHEN OTHERS THEN

    ls_message := 'FATAL ERROR - logon_user_global - Contact the IT Helpdesk' || CHR(10) || SQLERRM;

    RAISE_APPLICATION_ERROR(-20003,ls_message);

END;

/

 Example 1 – Controlling user access

The first block of executable code calls the SYS_CONTEXT function to get the name of the user’s host machine, and their operating system user name.  The second block of code performs some tests on the session variables and determines whether the user session should be permitted to continue, or if it should be terminated.  If it is determined that the user can continue, the trigger completes successfully.  If not, then the e_bad_user exception is raised, and the session is terminated.  The exception block handles the e_bad_user exception, and any unexpected exceptions in the WHEN OTHERS exception handler.

Now consider a web server logging onto the database through the order entry application.  A series of database user names have been set up for exclusive use by the web servers, which are WEBSERVER1, WEBSERVER2, etc.  Each web server resides on a series of hosts with names like WEB_PROD1, WEB_PROD2, and so forth.  The application connects to the database using the operating system username ASPNET.  When the application connects to the database using the WEBSERVER1 database user name, the logon trigger determines that additional checks must be performed.  Since the session is originating from the WEB_PROD1 host and ASPNET operating system username, the trigger completes successfully.   There will be no indication to the user session that the trigger ever executed.   

Alan, the developer, logs onto the WEB_PROD1 web server host using the ASPNET operating system user name.  He connects to the database with SQL*Plus using the WEBSERVER1 database user name.  The logon trigger will also permit Alan to logon to the database because the same conditions were met as when the application logs onto the database.  Next, consider what happens when Sue and others try to connect to the database using the web server database account.  Since these people log onto the database using the WEBSERVER1 database user name from their own workstations and not the web server host, they will encounter the following message when they attempt to logon to the database:

SQL> connect webserver1/p84srx9

ERROR:

ORA-00604: error occurred at recursive SQL level 1

ORA-20002: Uh Uh Uh! - Not authorized to use this account!!

ORA-06512: at line 31

Warning: You are no longer connected to ORACLE.

Here, the session was terminated.  Within the trigger, the e_bad_user exception was raised, which transferred control of the program to the exception handler.   The RAISE_APPLICATION_ERROR function causes the trigger to fail, which in turn causes the user to be logged off.  This is a simple example that demonstrates the basic utility of logon triggers to prevent unauthorized database access.  Obviously, there are other system security issues that must be dealt with in this hypothetical company.

Customizing Session Parameters

Often times, its desirable to configure user sessions with non-default parameters.  Prior to logon triggers, this had to be accomplished in a piecemeal fashion, and there was usually no consistent method to change the parameters for all applications that access the database.  If applications were developed in house, they could be modified to change parameters after logging onto the database.  For users that logged on using SQL*Plus, the modified parameters could be placed in a login.sql script file which would be executed after each login.  Some third party applications may not even provide a mechanism for setting session parameters.  It becomes impractical, or even impossible, to handle all of the possible session configurations necessary for hundreds or users that access the database through a wide variety of applications.  Database level logon triggers provide a consistent method for configuring session parameters because all applications that connect to the database will execute the trigger. Consider the requirements of three different user groups that access a data warehouse database.

Group 1 – Traditional data warehouse queries are submitted from a custom user interface.  To achieve the desired level of query performance, most of the queries use star transformations to access the data housed in dimensional schemas.

Group 2 – Users access datamart tables through Access, Excel, and custom applications written in a number of languages.  The datamarts are comprised of indexed flat tables.  Queries may return a single row, or many rows that will be formatted into a report, or imported into a spreadsheet.  Often times, these applications submit thousands, or tens of thousands of queries without bind variables each of which returns a single row.  In an effort to preserve overall database performance, it is desirable to enable forced cursor sharing.

Group 3 - A set of well-behaved custom programs load data into the data warehouse.  Some of these programs use star transformations.  In addition, it is desirable to increase the sort and hash areas from the default to some higher value because they perform large sorts and hash joins using the Parallel Execution (PX) facility.  

Each of the features that will be employed by each of these three groups can be easily controlled by session parameters using the ALTER SESSION command.  But there are several issues that make this a difficult proposition.  First, the three sets of parameters are different for each of the three user groups.  It would be undesirable to set high sort and hash area parameters for the entire database because server memory might be exhausted.  Setting forced cursor sharing for the entire database is also problematic.  While it is desirable for the second group of users, forced cursor sharing cannot be used when star transformations are used.  The documentation for Oracle RDBMS versions 8.1.6, 9.2.0, and 10.2.0 all states that forced cursor sharing is incompatible with star transformations.  This has been verified by the author in versions 8.1.6, 9.2.0.  It would also be both impractical and impossible in some cases to have the users in group 2 establish the required session parameters to effect forced cursor sharing after logging onto the database each time. However, these requirements are easily fulfilled with following logon trigger.

CREATE OR REPLACE TRIGGER logon_user_global 

  AFTER LOGON ON DATABASE 

DECLARE

  ls_message        VARCHAR2(1000); -- Error message to be printed

BEGIN

  -- Set up options for users other than the web server and data loader 

  IF ( user NOT LIKE 'WEBSERVER%' AND user != 'DW_LOADER' ) THEN

    -- Set cursor sharing = FORCE for users not using

    -- star transformations

    EXECUTE IMMEDIATE 'ALTER SESSION SET cursor_sharing = FORCE';

  -- Set options for other users

  ELSE

    -- Enable star transformations

    EXECUTE IMMEDIATE 'ALTER SESSION SET "star_transformation_enabled" = TRUE';

    EXECUTE IMMEDIATE 'ALTER SESSION SET "_always_star_transformation" = TRUE';

  END IF;

  -- Set up data loader options

  IF ( user = 'DW_LOADER' ) THEN

    -- Increase sort and hash areas to accommodate

    -- big sorts and hash joins

    EXECUTE IMMEDIATE 'ALTER SESSION SET SORT_AREA_SIZE=250000000';

    EXECUTE IMMEDIATE 'ALTER SESSION SET SORT_AREA_RETAINED_SIZE=250000000';

    EXECUTE IMMEDIATE 'ALTER SESSION SET HASH_AREA_SIZE=250000000';

  END IF;

EXCEPTION

  WHEN OTHERS THEN

    ls_message := 'FATAL ERROR - logon_user_global - Contact the IT Helpdesk' || CHR(10) || SQLERRM;

    RAISE_APPLICATION_ERROR(-20003,ls_message);

END;

/

Example 2 – Customizing Session Parameters

The first block enables forced cursor sharing for all users that don’t logon through the web-based end-user application and are not the data loader user .  These are the users in group 2.  In the ELSE block, two session parameters are set to enable star transformations.  This will affect the users in groups 1 and 3.  The second block increases sort and hash areas for the data loader user (group 3) to 250 million bytes. 

Whenever logon triggers are used, it’s prudent to verify that the intended results have been achieved.  To verify that the sort and hash area sizes have been properly set, a SQL*Plus session is created using the dwloader user name.  Next, two SHOW PARAMETER commands are executed that display the sort and hash area sizes for the session.  

SQL> connect dwloader/s8k4pt0

SQL> show parameter sort

NAME                                 TYPE       VALUE

------------------------------------ ---------- ------------

nls_sort                             string

sort_area_retained_size              integer    250000000

sort_area_size                       integer    250000000

SQL> show parameter hash

NAME                                 TYPE       VALUE

------------------------------------ ---------- ------------

hash_area_size                       integer    250000000

Auditing Logins

The third and final example illustrates how a logon trigger can be employed to record the date and time that users logon to the database.  This has practical application for knowing who logged into the database, and at what time.  

The dw_logins table contains three columns.  Login_id is simply a surrogate key for the table that is selected from the dw_logins_seq sequence.  The user_nm and login_dt columns are the database username and the date when the user logged onto the database respectively.  Each time the trigger is executed, a row is added to the dw_logins table.  Notice that no COMMIT is issued after the insert statement.  This is because it is not permissible to issue COMMITs in triggers.  However, an implicit COMMIT is issued after the trigger executes prior to returning control to the issuing session.

CREATE OR REPLACE TRIGGER logon_user_global 

  AFTER LOGON ON DATABASE 

DECLARE

  ls_message        VARCHAR2(1000); -- Error message to be printed

BEGIN

  -- Insert a row into the user login audit table

  INSERT INTO dw_logins (login_id, user_nm, login_dt)

    SELECT dw_logins_seq.nextval, user, sysdate

      FROM dual;

EXCEPTION

  WHEN OTHERS THEN

    ls_message := 'FATAL ERROR - logon_user_global - Contact the IT Helpdesk' || CHR(10) || SQLERRM;

    RAISE_APPLICATION_ERROR(-20003,ls_message);

END;

/

Example 3 – Auditing Logins

The dw_logins table can be queried as follows to determine when database logins occurred.

SQL> select user_nm, to_char(login_dt,'HH24:MI:SS') logon_dt

  2  from dw_logins

  3  where rownum < 3;

USER_NM      LOGON_DT

------------ ------------

FSMITH       12:43:01

TEST1        12:45:19

Practical Considerations

The above three examples are intended to simply demonstrate some useful applications for logon triggers, and aren’t intended to be necessarily suitable for production environments because of the hard-coded values.  Instead of hard-coding the various values, a number of tables could be created to support the range of options and values by user, or user group.  This would more easily facilitate managing the various options that could be set for numerous users.  In addition, the functionality of the examples could be combined into a single logon trigger.

Care should be taken when testing logon triggers because they potentially affect everybody currently using the database.  Ideally, triggers should be tested and debugged on a database with no users, or a database that has few users that will be tolerant of development and debugging efforts.  There are several reasons for these recommendations.  First, database users are likely to encounter errors when trying to login into the database while the trigger is being tested and debugged.  If the trigger has been designed to restrict database access, as in the first example, some users may be accidentally (or intentionally) restricted while testing.  They may also encounter inconsistent performance if the trigger customizes session parameters as in the second example.  The second reason is that if the trigger fails to compile, users without the DBA role will encounter the following error message when trying to logon to the database.

SQL> connect test1/c1r8533

ERROR:

ORA-04098: trigger 'SYS.LOGON_USER_GLOBAL' is invalid and failed re-validation

Warning: You are no longer connected to ORACLE.

Until the trigger either compiles successfully or is dropped, users without the DBA role will not be able to logon to the database.  By default, only the SYS and SYSTEM users are granted the DBA role.  While it is convenient to create database level triggers as either the SYS or SYSTEM users, they may be created by any user that has the ADMINISTER DATABASE TRIGGER system privilege.

Conclusions

With their introduction in Oracle RDBMS release 8.1.5, logon triggers have not been exploited to their full potential by developers and DBAs in more recent versions.  One of the greatest benefits of logon triggers is their ability to transparently affect session behavior and provide other functionality for all database users.  With proper development and management, they can provide significant benefits to databases better than other solutions.
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